
Pipeline Workflows in OX
Streamline workflows. Prevent the deployment of vulnerable code.
Today’s DevOps programs require agility and speed. Continuous software deployment is part of running 
a healthy business that wants to be competitive, exceed customer expectations, and grow market 
share. Without a user-friendly, feature-rich, and easy-to-use app, businesses risk losing customers to 
competitors that offer a superior user experience.

High-severity vulnerabilities in software are one major issue that threatens all of the above and more. 
Unaddressed, even one small vulnerability could lead to a devastating exploit, exposing the business 
to serious consequences, including operational disruption, revenue loss, and regulatory impacts. With 
software supply chain attacks on the rise, AppSec and DevOps teams need to perform continuous 
assessments and remediate vulnerabilities early in the software development lifecycle to prevent 
malicious software from reaching production.
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Maintain an agile development process while minimizing risk 
For organizations striving to maintain high code quality and security standards, OX Active ASPM includes 
automated merge-blocking that prevents the integration of risky or non-compliant code into your main 
branch. Unlike traditional CI/CD tools that only alert after the fact, OX proactively safeguards your codebase 
by enforcing custom security policies in real-time, ensuring only secure, high-quality code makes it into 
production, minimizing vulnerabilities and enhancing developer productivity.

Prevent risky code merges with OX’s Pipeline Workflows, which automatically stops non-compliant 
code from reaching your main branch, ensuring higher security and code quality without slowing down 
development:

	■ Early automated detection: OX’s Pipeline Workflows enable automated security checks for every code 
commit or deployment, ensuring that security scans are consistently performed before they are de-
ployed into production.

	■ Efficiency: Pipeline Workflows allow administrators and policy managers to configure customized au-
tomations that streamline processes for developers, helping to prioritize code remediation and remove 
the noise of low-fidelity alerts.

	■ Real-time Feedback: Developers receive real-time security feedback on their code within the CI/CD pro-
cess. This ensures faster identification and resolution of security issues without halting development.

	■ Consistency and Reliability: Pipeline Workflows ensure that every build, test, and deployment follows 
the same automated process, which leads to more consistent results and higher code quality. This re-
duces the risks of human error and makes software updates more reliable.

	■ Collaboration and Integration: Pipeline Workflows improve collaboration between AppSec and DevOps 
teams by enforcing company-wide deployment policies that are visible to everyone working on soft-
ware development and AppSec. This ensures that all stakeholders are aligned and code moves swiftly 
through all development stages.
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About OX Security
At OX Security, we’re simplifying application security (AppSec) with the first-ever Active 
ASPM platform offering  seamless visibility and traceability from code to cloud and cloud 
to code. Leveraging our proprietary AppSec Data Fabric, OX delivers comprehensive 
security coverage, contextualized prioritization, and automated response and 
remediation throughout the software development lifecycle. Recently recognized 
as a Gartner Cool Vendor and a SINET 16 Innovator, OX is trusted by dozens of global 
enterprises and tech-forward companies. Founded by industry leaders Neatsun Ziv, 
former VP of CheckPoint’s Cyber Security business unit, and Lior Arzi from Check Point’s 
Security Division, OX’s Active ASPM platform is more than a platform; it empowers 
organizations to take the first step toward eliminating manual AppSec practices while 
enabling scalable and secure development. 

K E Y  B E N E F I T S

Reduce manual processes: Admins and policy managers can configure OX Pipe-
line Workflows to automatically fetch, compile,  and test code changes before the 
code is integrated or merged. This process eliminates the need for manual inter-
vention, which improves accuracy, speed, and the risk of deploying faulty code 
into production.

Empower development teams: Developers receive immediate feedback on code 
changes, which allows them to quickly identify and fix high-priority issues. OX al-
ready does the hard work of reducing alert noise. Now, coupled with Pipeline Work-
flows, DevOps teams can focus on deploying secure software without distractions 
or delays.

Improved AppSec and Compliance: OX’s Pipeline Workflows functionality was de-
veloped to give admins and policy managers the ability to build the way they enforce 
policies for code deployment. Pipeline Workflows allow for detailed customization 
around policies, conditions, and actions to alert and block code merges when issues 
are found. This automated process ensures the highest standard of software se-
curity and helps organizations align policies with regulatory requirements that may 
otherwise be burdensome to the development process.
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CommitsDev Summary Vulnerabilities

spring-boot-starter-web@2.1.2.RELEASE is a Java direct dependency 
having 1 direct and 28 indirect vulnerabilities. CVE-2022-22965 
(CVSS:9.8, Code Injection) is the most severe vulnerability.

Open Source Security over a year ago <artifactid>sprint-boot-starter-web</artifiactid>CRITICAL
Category Severity Latest Commit Lastest Code Match
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• Current Dependency: spring-boot-started-web@2.1.2.RELEASE
• Recommended Upgrade: spring-boot-started-web@3.3.2.
• spring-boot-starter-web@3.3.2 resolves 1 of 1 direct vulnerabilities and resolved 28 
of 28 indirect vulnerabilities
Upgrading to commons-text@1.12.0 will resolve ALL known vulnerabilities in your current dependency.
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